Towards Verification by Symbolic Debugging

Holger Gast*

*Wilhelm-Schickard-Insitut fiir Informatik
University of Tiibingen
Sand 13, 72076 Tiibingen

gast@informatik.uni-tuebingen.de

Abstract

Semi-automatic or interactive software verification requires the programmer to understand the generated proof obli-
gations by connecting them to the source code being verified. A major difficulty lies in the backward-style reasoning
employed by most programming logics. We propose that Hoare-style verification with forward reasoning is feasible and
useful. The verification process appears to the user as “symbolic debugging”, in which the pre-condition of a Hoare triple
captures the “current state” and evolves to reflect the side-effects encountered during execution. As a result, programmers
can apply their operational understanding of the program to the solving the arising proof obligations.

1 Introduction

Many verification tools highlight the connection between the verification conditions and the source code to facilitate
verification: Boogie (Barnett et al. (2006)) reports failed proofs as annotations; JACK (Burdy et al. (2003)) marks the
control paths that lead to proof obligations; Jive (Meyer and Poetzsch-Heffter (2000)) allows the user to apply verification
rules interactively; KIV (Haneberg et al. (2005)) and the Key tool (Ahrendt et al. (2007)) execute programs symbolically
in dynamic logic. The problem that remains is that in proof obligations all approaches rely on backward-style reasoning,
which goes against the operational understanding that programmers are familiar with (see Burdy et al. (2003)). Even
symbolic execution of statement s in dynamic logic results in a proof obligation P + U/ (Q where U is an update that
captures the effect of s. The update is then simplified by modifying the post-condition ) (Beckert, 2001, §5).

We propose to apply a guideline for designing user interfaces to the design of verification environments: The interface
should consistently implement a metaphor for procedures that the user is already familiar with. One obvious candidate
here is interactive debugging: Programmers usually have extensive experience with stepping through the source code,
and examining the resulting states in detail to locate the source of an unexpected result. The corresponding metaphor for
verification environments is this: The precondition of a Hoare triple { P}s{Q} captures the current state when statement s
starts executing. The programmer should then be able to step through s and see how the precondition, and thus the
“current state”, evolves with each executed step. The verification environment becomes a symbolic debugger that allows
the programmer to inspect the behaviour of the program for all possible possible inputs.

We have implemented this approach in Isabelle/HOL for a low-level, C-like language L. The technical details of the
development are given in (Gast (2008)). The focus there is on automated reasoning about disjointness of memory regions
for simplifying memory updates. The purpose of this presentation is to demonstrate by examples the usefulness of the
“verification as symbolic debugging” metaphor. Furthermore, we describe the specialized tactics that enable forward-style
reasoning about programs in Isabelle, which is geared towards backward-style, goal directed proving.

2 The Hoare Logic for Forward Reasoning

The Hoare logic for L programs is designed to parallel the operational semantics of the language. A primary example is
the rule for the assignment expression. Expressions can be evaluated as 1- and r-values, as in C, using a standard big-step
semantics (Gast, 2008, §3). The Hoare rules are then lemmata about relations =l { P } e { Q } and =r { P } e { Q } defined
to capture partial correctness as usual. The assignment rule, in Isabelle’s syntax, is:

[EI{P0O}el {P1};

Va.(Er{\'M.P1IT"Ma}e2{P2a} A
(VI'Mv.P2al Mv — M typed-block I" at A tyval I v 1))

]= EI{PO}EAssigntet e2 { \' Ma.IM v.P2aTl (STORE-TYPEDT' atM'M) vAv=rdTlatM}
The context I' maps local variables to their addresses, M and M’ are memory states, a is an address, and v is a value. The
assertions in the Hoare triples are (higher-order) predicates on these entities. The rule has an operational reading: If e1
takes a memory state described by PO to a memory state (and result) described by P1, and e2 takes that state to a state



described by P2, then after the assignment, P2 holds for the resulting memory state, except that reading from adress a
yields the value returned by e2, and a sequence of bytes has been modified, as represented by the STORE-TYPED operator
(Gast (2008)). Since pointers are available, a side-condition checks that the accessed area is indeed allocated after e2
has been executed. Note that the assertions PO, P1, and P2 inspect the passed memory state using the function rd. The
generated post-condition will therefore contain, after -reduction, sub-expressions rd I" a’' t' (STORE-TYPED I" a t M’ M).

3 Forward Reasoning Tools

Most of Isabelle’s tactics support backward-style, goal-oriented proving, while support for forward-style reasoning is very
limited. To enable “verification as debugging”, we have implemented the following specialized tactics.
Unfolding and Folding of Assertions A post-condition P generated by the forward application of Hoare rules has the
form AI' M. 3z, ... z,,. P’ where P’ may contain any of the preceding bound variables. The user may manipulate assertions
using weakening P = (), where () is a variable. Of the existing Isabelle tactics, only substitution and simplification can
access subterms of P. We therefore unfold P = Q) to a proper goal AT' M x4 ... x,.P" = @ on which all Isabelle tactics
operate. In particular if P’ is a conjunction, then all conjuncts will be available as separate assumptions in the goal. After
the manipulation, the tactic foldup instantiates () with a term A\I' M. 3z1 ... z,. Q.
Lightweight Separation The tactic sep (Gast (2008)) rewrites unfolded goals using conditional rules like the following:
“is-valid (typed-block I" a 't || typed-block ' a’t) = rd " a't' (STORE-TYPEDI'atM'M) =rdT"aa’ t' M”
The rule asserts that the memory access by rd is independent of the memory update represented by STORE-TYPED, if the
accessed and modified address ranges do not overlap. sep uses assertions about the memory layout to prove this condition
and drop memory update operator.
Naming Old Values Some accessor/modifier pairs will, of course, fail to simplify. If we have, for instance, an assertion
about the content of a variable i and write to that variable, then the assertion contains a term rdv I" "i” (STORE-VAR T "
M’ M). The tactic name_o1d_vals replaces such terms with existentially quantified variables, in this case o1d_1.
Factoring of Disjunctions The rules for i f statements and the short-circuit logical or operator generate post-conditions
of the form A\'M.3zy ... z,,. ATM V 3y ... Yy . PoI'M, where P; and P> describe the post-state of the respective
branches. Since both P; and P» have evolved from a common predecessor P, those conjuncts R of P, that are not
affected by the state updates in the branches will be duplicated. Also those existentially quantified variables x; ... x;
that were already present in Py wil occur as y; ... y; as well. A tactic factor_disj replaces the above term with the
simpler \['M.3zq ... ;. RA (@iq1 ... ©p. PITM NV 3yigq ... Y . Py3TM).
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